WARSS

Website Attack Restoration
Security Solution

3alnTa Beb-canTa B pexxmme peasnibHOro BpemMeHu
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«Llenb 6e30macHOCTU CMJIbHa NNLLb
HACTO/IbKO, HACKOJTbKO CUJIbHO ee camMoe

craboe 3BeHO»




https://www.youtube.com/watch?v=6gYINWWOCIA&L=12S



https://www.youtube.com/watch?v=YteNJceNs3s&t=2s
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\erizon npoaHanm3mpoBas PEeKOPaAHbIN ABYXKpPaTHbIN
DOCT YMcC/la NoATBEPXKOEHHbIX HAPYLWWEeHUN
6e3onacHocTU B nepumop c 2022 no 2023 ron.,

OT4yeT O paccnegoBaHMKM yTedKM AaHHbIX Verizon 3a 2024 rof,
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BREAKING Image Source: The Record
B3n o M a H bl vpra M H C!"(M e PERVOKILASSNIY RUSSIAN HACKERS AT1TACK
M pocc M M C K M e ca M T bl 11(:;‘:;:::;:’ COURT CRIME ECONOMY EDUCATION

Ne3snHdopMauuma u c6op AaHHbIX

LlenamMmm aBngatoTca npeanpuaTtmna Manoro n cpegHero
bun3Heca, cpeacTBa MaccoBom MHOOPMaL MK,
rOCYyOapPCTBEHHbIE yupexxaeHud, OT 1 apyrme
opraHusaumm, obnagatoLume
NMYHOM/KOHbUMOeHUManbHOM MHboPMaLMen.

HepoBepue: Kno4y K KnbepBonHam

[TyONMMUYHOCTb XaKePCKMX aTaK MopoXKaaeT
CTpax, HegoBepme K BNacTaM U

ne3unl

C

MopopenbHble HOBOCTU )

deBpanb 2024 r. — HacTosLLEee BpeMsA:
PoccnmMcKo-yKpamHCKaa BOMHA COMNPOBOXAaeTca
MOCTOAHHbIMU KMbepaTakaMm Apyr Ha gpyra u

CORO3

HDOPMaLUIO cpeaun rpaxkaal

HaCeJiIeHNH

« https://therecord.media/ukrainian-news-outlets-attacked-by-russian-hackers

. https://therecord.media/russia-osnavanie-digital-signatures-cyberattack-ukraine

MKOB

PERVOKILASSNIY RUSSIAN HACKERS ATTACK (Image: PERVOKIASSNIY RUSSIAN
HACKERS ATTACK)

By Jdonanmiess XOMKHMHC CShare o - ) @ No Comments

Imaurce: e R

DVKaX.

Crnenourte 3a HOBOCTAMMW

- Bawwn cepTtwul pt/Ka Thl B HAOEeXHbIX

CKOI'O


https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/russia-osnavanie-digital-signatures-cyberattack-ukraine
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ATakKu Ha MHTepHeT-apXuB

PayHA 1: DDoS-aTtaka, nopu4a
MHTepdeunca, Kpaxka AaHHbIX

9 okTa6pa 2024 roga: DDoS-aTaka BbIBOAUT CanT U3
CTPOS; Be€b-canT noaBeprca nopye ¢
MCMONb30BaHMEM JavaScript-yBegoMMNeHusa;, MMeHa
MONIb30BaTeNeN, SNEKTPOHHbIE aapeca U apyrme
OaHHble 31 MUNTMOHA YYETHbIX 3arnmMcen yTeKNU

O6paTHO K NepBOoHaYvYa/lbHOMY BUAY

18 okTaA6pa 2024 ropa: |A NnoaTBEPYXAAET, UTO
OJaHHble B 6e30MacHOCTU U YCTyrM BOCCTAaHOBEHb

PayHa 2: He 3aluiMLlUEeHHble
LMPpPOBbIE K/TIOUM

20 okTa6p4a 2024 ropa: lcnonb3oBaHMe He
OOHOBMEHHbIX TOKEHOB JOCTYMa A9 Noy4deHus
O0OCTYMa K nnateopMe nogaepxkm Zendesk
MIHTepHeT-apXxmBa; OocTyn K bonee yem 800 TbIC.
3a9BOK B Nogaeprkky, HadumMHaga ¢ 2018 ropa

« https://www.cbc.ca/radio/asithappens/internet-archive-hack-1.7359959

« https://therecord.media/internet-archive-data-breach-ddos-defacement

. https://hackread.com/internet-archive-archive-org-hacked-accounts-compromised/

Fran archive.ct{g:

Have you ever felt like the Internet Archive runs on sticks and is
constantly on the verge of suffering a catastrophic security breach? It

md!lllillilllllﬂlilllllﬂ R enter URL OF Keywwore

just happened. See 31 million of you on HIBP!

Internet Archive is a non-profit library of millions c
free texts, movies, software, music, websites, and

more.

ge6B 42M 13M 1M M 12M s 266K 24N

Advanced Se

New to the Archive?

v 10 search the

. Listening to music on the
How to download files .

Terms of Service (last updated 12731722014)



https://hackread.com/wp-content/uploads/2024/10/internet-archive-archive-org-hacked-31-million-accounts-compromised.jpg

TpeHa: XaKTUBU3M U
Knéepreppopusm

« B3710M C uenbto NnpoaBuM»XeHMAa NONNTUYECKMX UM PENNTNO3HDBIX YOeXKaeHn
o YBeNMYeHHaa OOCTYMHOCTb M1aTPopM 014 3alMPpPOBaAHHOM CBA3U (HanpmMmenp,
Telegram, Rocket Chat, Discord m T.40.) M KPUNTOBaNIOT
o TRON cocTtaBunn okono 90% cpeAcTB, CBA3aHHbIX C PUHAHCUPOBaAHUEM
Teppopu3Ma c 2021 roga (Dopym HoBbIX TexHonornm INTERPOL, oktabpb 2023
roga, Merkle Science)
« KnbepnpectynHocCcTb KakK ycnyra (DDoS-aTtaku, nporpamMmmMHoe obecrneyeHume-
BbIMOraTesin, yd4eTHble gaHHble, AaHHble 1 T.4.)

- Otyert “the Surface Report” (MtoHb, 2024}
UN Counter-Terrorism Centre (UNCCT

« https://unicri.it/sites/default/files/2024-06/DW.pdf



https://malcontentment.com/wp-content/uploads/2021/09/epik-software-hack-anonymous.jpg
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.politico.eu%2Farticle%2Folaf-scholz-social-democratic-party-russian-hackers-fancy-bear%2F&psig=AOvVaw1F3-ur3DcBTRvDFZRdxwpJ&ust=1730434372930000&source=images&cd=vfe&opi=89978449&ved=0CBQQjRxqFwoTCJCu0MXgt4kDFQAAAAAdAAAAABAJ
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MeToabl NopyUUn Be6-CanuToB

1. MoondmKauma NMCcXxoaHOro Koaa

[Bitcoin, eh? Never heard of
it. But perchance you would
like to try something better.
‘Something with more

; ; -
zing". Something named
CosbyCoin!
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http://alphavilleherald.com/2011/09/cosbycoin-forum-hack-pops-bitcoin-forum-bubble.html
https://www.boannews.com/media/view.asp?idx=113711

MeToabl NopyuUn Be6-CanuToB

2. Nopopenka KOHTeHTa/BHeOpeHMe KOHTEHTA

Ehe ashington Post

World WarinUkraine Africa Americas Asia Europe MiddleEast Foreign Correspondents

READ THIS ARTICLE: EXCLUSIVE!

Revelations of the head of Ukrai

Our editorial Board has received an exclusive video of the interrogation of Volodygaligelen
about the arrangements with the US concerning biolabs.

9 By Loveday Morris

By Loveday Morris

£
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Russian mercenary chief
says he is also behind global
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Forced to speak, give orders and sign documents.
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Pentagon Sees
Syrian Military,
Not Chemical
Sites, as Target

CHIVERS and MICHAEL R
GORDON

President Obama is exploring
a range of military actions
against Syria designed to &
Coedeter and degraded€ the
ability of President Bashar al-
AssadaC™s regime to launch
chemical weapons, officials

said. :
rce: National Post

— - . - BN . .

An Israeli navy boat on patrol while vacationers dive off a jetty in Edlat, Israel

.

Rna Castelinuovo for The New York

Times
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https://therecord.media/russians-fake-news-anti-ukraine
https://nationalpost.com/news/new-york-times-website-inaccessible-2nd-disruption-this-month

nop4ya Beb6-cantoB?

MoTuBauus Llenb MeTon

 XaKTUBU3M o [1paBUTENBCTBEHHDbIE DKCnayatTaumnsa ya3BMMOCTEN
e CTbiO VUPEKAEHUS B B€O-KOMMOHEHTaXx:

» CnaBa/npu3sHaHme . 30paBOOXpPaHEHMeE « Beb-cepBepbl

¢ Knbeprteppopmsm + KPYMHble KOMMaH N « Beb-npumnoxeHua

15



AHaTOMMUS Beb6-aTaKu

JINMAHWNE

* [Mopya BebO-canTa
« [Mogaoenka NcxogHoro Koga u
KOHTEHTa

KaJl1alWnN4H

« BpepgoHocHoe O 3arpy)kaetca Ha Beb-cepBep and
YCTaHOB/1EHUNA MPUCYTCTBUS

o [lononHuTenbHoe BpegoHocHoe 10 (payload)
BblmonHAeTca ANna namMeHeHuna damioB Beb-cepBepa

HUKHOBEHWE

* YasBMMoOCTUM Beb-cepBepa nim WAS mcnonblyroTca ana noayyvyeHmsa HavaibHOro 4ocTyna
« HanpumMmep: SQL-NHBbEKLUMS, YKPAOEHHbIE YYETHbIE OaHHbIE, PULLNHT

14



CTaTyCc-KBO

BHelWHAaAda ceTb

- BbpaHAMay3p
6 oen IPS/IDS npuﬁiizel-m
paHAMay3p % (WAF)

N

§ NS

N

//
7/

S
SN

[/ /

* Ping of * \WWorm * SQL Iinjection
Death * Rule Match « CSRF

 DNS e XSS

« FTP * Rule Match

« TELNET * DDOS

* NetBios

by¢pepHana BHYTpPEHHSAS ceTb
30Ha (DM2Z)

Be6- Npoussoac DTA-
cepBep/WAS Tgee;'::;)“ cepBepbl

* BHewWwHMe COTpYAHUNKW
e BHYyTpeHHMe

COTPYOAHUNKHN

e [locka 0ObABIEHNUN

¢ PegaKTop M3obparkeHnim
 Metog HTTP PUT
 YOaneHHoe BKKYeHMe

damna (RFI)

Port 80
15



AHaTOMMUS Beb6-aTaKu

JINAHNE

* [Mopya BebO-canTa
« [Mogaoenka NcxogHoro Koga u
KOHTEHTa

KaJl1alWnN4H

« BpepgoHocHoe O 3arpy)kaetca Ha Beb-cepBep and
YCTAaHOB/IEHUEA NPUCYTCTBUSA

o [lononHuTenbHoe BpegoHocHoe 10 (payload)
BblmonHAeTca ANna namMeHeHuna damioB Beb-cepBepa

IHUKHOBEHNE

* YasBMMoOCTUM Beb-cepBepa nim WAS mcnonblyroTca ana noayyvyeHmsa HavaibHOro 4ocTyna
« HanpumMmep: SQL-NHBbEKLUMS, YKPAOEHHbIE YYETHbIE OaHHbIE, PULLNHT

1o



Baw caunT Obl&1 B3/IOMaH, HE MaHUWKYUTE, CBAXXUTECb C MOMUM afpecoMm
SMTEKTPOHHOWM MOYTbl, U Mbl pelwnM 3Ty npobdbnemy. NoMHUTe, faXke ecnu
Bbl MCMPaBUTE €e CHOBAa, 9 BCe PAaBHO CMOry MoslydmTb OOCTYMN K CBOEW
obonoyke backdoor, ga)xe ecnu Bbl yaanumsam CBOW CamT, OHa HEe HadeXXHa.

your website has been hacked by =~ = don't panic
contact my email and we will solve it well remember
even If you fix it again | can still access my

shell backdor even though you have deleted your website, it iIs not sturdy

Contact Me : @gmail.com

https://blog.sucuri.net/wp-content/uploads/2023/03/image-1.jpg

17/



KJ1I04:
O6Hapy)XeHue n pearmpoBaHue

B pe)XXUMe peanibHOro BpeMeHM

Bce aTakKM Ha4dyMHaTCa C OgHOIro 13 TPeX M3IMEHEHUW:

1 2 3
No6aBneHue N3MeHeHMe YaoaneHuve
daunna danna dannos

18



Website Attack WAR
Restoration &

Security Solution
(WARSS)

PeleHme onga noBbllLeHMa 6e30MacHOCTM Beb-cepBepa,
KOTOPOE OBHAPYXXMUBaAET HECAaHKLMOHNPOBAHHbIE
M3MEeHeHWa Ha Beb-camTe M BOCCTaHaBJ/IMBAET MCXOOHble
danbl B peXUMe peanibHOro BpeMeHu

CK RESTORATION
OLUTION

19



Kak npoucxoauT nop4ya camrta?

YAasBUMbIVN CanT

ocee
2 2>

BeO-cepBep

20



Kak pa6boTtaetr WARSS?

YAasBMMbIV CaUT
BebO-cepBep

21
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© rcex himi [root@localhost htal]# cp -R index_2.htal warssi/index.htal
‘ © ndex_2huwt cp: overwrite ‘warssi/index.htal’? y
1 : [root@localhost htal]#® cp resim2.png warssi/
e (root@localhost htal]# cp R index 2.htal warss2/index.htal
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[root@localhost htal)e cp resim2f}
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Agent List

s kon Ot ® Al @ Detect

e
ocahost local...

.: _: A IJ.;.

nts ® Unset Agents () Al Servers

Contents Agent Name Server Nar
The Restore AND-FasicGton fie has been rest L 1) DGahost oG WARSS
Settngs fle changed. (1) oGhost.locald... WARSS
Agent set not to detect. (1) bGhost.iocad... WARSS
Settngs fle changed. (1) bchost.iocad... WARSS
Settngs fle changed. (1) ocahost.ocad... WARSS
Settngs fie changed. (1) bGhost.ocad... WARSS
Agent set not to detect. (1) oGhost.iocad... WARSS
Settngs fle changed. (1) ocahost.ocald... WARSS
Settngs fie changed. (1) ocahost.ocad... WARSS
AQent set not to detect. (1) bahost.iocad... WARSS
Network connected. (1) bGhostlocald... WARSS

https://www.youtube.com/watch?v=E

22


https://www.youtube.com/watch?v=YteNJceNs3s&t=2s

KoHourypauma WARSS

WARSS Management Server(s)

« CepBepHOe nporpaMMHoe obecrnevyeHme, yCTaHOBNEHHOE Ha
annapaTtHoM obecneyeHn/BMpPTYyanbHOM MaLLMHe
* YOoaneHHoe yrnpaBieHme N KOHTPO/b areHToB

« CoxpaHaeT MCTOPUIO OOHapPY>XXeHNM
« PacnpocTpaHaeT 0OHOBIEHUNA U U3SMEHEeHMSA HaCTPOEK Cpedn areHToB

WARSS Agent(s)

* [NporpamMma ycTaHoBNeHa Ha Beb-cepBepe/WAS

« OBOHapy)XmBaeT naMeHeHna Gannos
» CoBMecTMMOCTb ¢ Unix, Linux, Windows NT O/S (oonHa

o0 o nogoepxxmeaTtbca JDK 1.5+)

WARSS Manager Program

* [MporpamMma, yCTaHOBMNEHHAa Ha KOMIMblOTEPE agMUHUCTPATOPA
* YNnpaBneHne HacTpoMKaMu O0aa: OOHapy>XeHud, yaaleHHOro AencTBug,

cpenbl 1 OTYETHOCTMU
« HacTponku ynpaBrieHna 4OCTyrNnoM, CTaTUCTUKM U OTYETHOCTU




MeToa o6Hapy)XeHuUs:

3arpyska:

Llenb o6Hapy)XeHus:

CMmdaryeHume:

WARSS

B pexmmMe peasibHOro BpeMeHum,
Ha ocHoBe LWab/ToHOB

OoOnTMMM3InNpoBaHHOE MCMNoJ/Ib30BaHME
pecypcoB (~1% L)

CepBepHble dannbl (MCXOOHbIN KO,
OaHHble, cooepXXMMoe)

ABTOMaTU4YeCKoOe BOCCTaHOBJ/IeEHUEe B
peXXMe peasnlbHOro BpeMeHu

Web Cra

UeM oTinvaeTca WARSS

wlers

NMepuoamnyeckoe obHapy>xeHmne

be3 areHTta

CKOMMUINPOBaHKE

ble €edHNLUDI

nmamMepeHma URL m ¢

baW bl OaHHbIX

Py4yHoe ycTpaHeHUue nocneacTtBun
MNPV HapYyLLEHNN



ObOHapy)XeHume B
DeEXXMMEe PeasilbHOro
BpeMeHU

3allnMTa
MCXOOHOIO )
KOoOa U
CoOepP>XXMMOTIo R Fesmeses oo Lol

‘) J1lerkoBecHbIU

HeMenneHHasa
pecTaBpaunga U
BOCCTaHOBMNeHMne




HyneBoe AoBepue

1. Hukoroa He goBepdau, Bcerga nposepam’”
2. [locTtyn ¢ MUHUMaNbHbIMU NPUBUNETMAMU

3. [ lpeanonaraemMmoe HapylweHune



poe cMAryeHue
nocneacTtesmn

MOHUTOPUHT OnoBeweHna n
namMeHeHuun aunnos B OTYeTbl B peXXUMe
peajibHOM BpeMeHMU peasibHOro BpeMe

G




KOHDUWAOEH
LLIMANTbHOCTb

NMHdopMaLma AOCTYMNHA
TOJIbKO aBTOPMU30OBaHHbIM

JinllaM

I1OCTYMHOCTb

NMHPopMaLmMa AOCTYMNHA
no Mepe HeobxoamMMoCTH

O

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT

i

.,Q | leTOCTHOCTb

MHPopMaLLMA TOYHA U
3allMLLEeHa OT
NCKaXXeHUU

CooTBeTCTBME |
. ISO/IEC 27001

28



CooTBeTCcTBME
ISO/IEC 27001

NMpnMeHuMble TpeboBaHUA:

8.1 OnepayMoHHOE NMaHMpPoOBaHME N KOHTPO/b
8.3 O06paboTKa pNCKOB MHPOPMaALMOHHOM BE€30MaCHOCTU
9.1 MOHUTOPUHT, NU3IMEePEHME, aHaNN3 N OLLEHKA

29



CooTBeTCcTBME
ISO/IEC 27001

NNpUMeHMMbIe TEXHONTONMYEeCKMNEe KOHTPOIN

8.4 [loCcTyn K MCXoOoHOMY Kooy
8.6 YnpaB/eHMe eMKOCTbIO
8.7 3awKMTa OT BPeJOHOCHbIX MPOorpamMm
8.8 YnpaBneHme TeEXHNYECKNMU YA3BUMOCTAMU
8.12 [lpeporTBpalleHMe yTeyeK gaHHDbIX
8.13 Pe3epBHOe KOMNUPOBaHWME MHPOPMAL MK
8.15 )>XypHanmpoBaHKMe
816 MOHUTOPUHI OEATENBbHOCTU
8.23 BebO-doumnbTpaumd
8.26 TpeboBaHMA K 6&30MacHOCTU MPUITOXKEHUM

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT

30



CepTudmu
YPOBHIO 1 ¢
Software)

. TecToBbI¢

* [1poTecT

O

O

ISO/IEC

DOYyHKLUMO
3¢¢e KTUI
MOOUN3BOL
COBMeECT
Y0ob6cTBO
HaaexXHO
be3onac
O6Cny>Ku
[lopTaTme

E
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| ilpMepbl
MCNOJIb3OBaHUA
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| ocynapcTBeHHoOe
O60pOHHOE

yuypexxaeHue

HepoctTaTKM 6e30NacHOCTM

HeOoBObHbI Mnpomn3BoOANTESIbHOCTbHO U y,EI,O6CTBOM

VY paBneHUs

obecr

BEO-OPUNEHTUPOBAHHOIO MPOrPaMMHOIo
eyeHMda ana obHapyxeHuna nogaenok 'W'

NX YyeK-TUCT

OHWM NCKaNKM areHTcKoe pelleHne, KOTOPOeE
rnpensiarajio Obl aBTOMaTUYECKOE BOCCTaHOB/IEHME

N oPPEKTUMBHOE YITpaBJieHNE

"Peanunsauma WARSS B 2023 roay

YctaHoBuMNM 50 areHToB WARSS Ha Bcex BeO-

cepBepax

X OT3biBbI

BOCTOPXEHHO OTO3Ba/IMCb O QYHKLNU

aBTOMATUYECKOro obHapy>XeH1a AgoMaLlHero
KaTanora B WARSS, KOTOpaga no3BO19ET J1IEMKO
HaCTpanBaTb OOHapyXXeHne 6e3 HeobXoOMMOCTU

BPpY4YHYIO BBOOANTbL URL

@

0%

B change Prevention History - WINDOWS(192.168.0.123)

Change Prevention Information

EDEE"H?"IE 09'54:25 L E:EtE'L-r.-El:: F|IE" i Ei"i'"i"|.|5Ef5"i"'i"'|l2"i"’."'DE5|-lLtE-|:I1'i'"."'a‘-."-'-"-"- it

+ Date 1 2022-07-13 09:54:26

File Information Before Modification File Information After Modification
- Fle Time : 2014-04-01 09:53:42 « File Time : 2022-07-13 09:54:23
+Fle Sge  : 5,182 Bytes *File Size : 4,192 Bytes

v Details

Row umn Status

1 1 Dele... : if( !$g_strLibDir ) $g_strLibDir
- if{ !$g_strLibDir ) { echo 'Ser

include ($g_strLibDir . "/glob:

include {($g_strLibDir . '/glob:

reguire_once $g_strincDir . °

$strCssDate = '
$strCssDate = 200911117

if($_SERVER['HTTP_HOST"] -
.I'

{script language="javascript’; <script language="javascript™
ffdocument location. href = 'main.php’ //document.location.href = ‘'main.
docurment. location.href = ‘hitp.//www. 1 Dasia.co.kr/main.php". documentlocation. href = 'hitp: /w

/script: ¢/acripts
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TpaHcnopTHoOEe
AreHTCTBO

BecnokoucTBa No nosoaAy noaneku
KOHTEHTa

PaboTatoLwmm Beb-camT ¢ obpa3oBaTe/IbHbIM
KOHTEHTOM (M300paXeHnqa, BUOEO); MOMbITKa U
HeyOdada B ayTCOPCUHIe pa3paboTkm cobCcTBEHHOM
peLleHna NpoTMB Nnogae oK

NMouemy WARSS?

[10 CpaBHEHWIO C OAPYITMMU pelueHAMM MPOTUB
noaaenok, KotTopble oHM TecTupoBann, WARSS 0Oblis
eONHCTBEHHbIM, KOTOPbIVN MNPeasioxXuna 3amnTy OT
noanenKm MCXoaHOro Koaa, M3obpaxxeHmim n BUOeo

[MToyueMy oHuU Bbi6pann WARSS?

YctaHoBuAm 100 areHToB WARSS Ha Bce Beb-cepBepbl

HenpepbiBHAA 3aLUMTa

C Ttex nop WARSS npepgoTtBpaLlaeT Nobble crydan
nognenokK; KNMeHT NPpogo/IXKaeT NMoKynaTb AreHToB
Ka)XO bl pa3, Korga gobaBngaeT cepBepbl B CBOKO

CUCTEMY

@

o
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B change Prevention History - WINDOWS(192.168.0.123)

Change Prevention Information

2022-07-13 09:54:26

+ Detected File : CWuserstichDesktop'

+ Date 1 2022-07-13 09:54:26

File Information Before Modification
» 2014-04-01 09:53:42
: 5,182 Bytes

+ Fle Time

- Hie Sge

v Details

Row umn Status
1 1 Dele...

<scnpt language="javascrpt™>

/script:
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wwwiYmain.php

File Information After Modification

+ File Time
+ File Size

fdocumentlocation. href = 'main.php”

docurment. location.href = ‘hitp.//www. 1 Dasia.co.kr/main.php".

- 2022-07-13 09:54:23

: 4,192 Bytes
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19
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21
22
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24 1

if( '$g_strLibDir ) $g_strLibDir
if{ !$g_strLibDir ) { echo 'Ser
include ($g_strLibDir . "/glob:
include {($g_strLibDir . '/glob:

reguire_once $g_strincDir . °

$strCssDate = '
$strCssDate = 200911117

ifi-SEH‘v"EH['HTTF"_HDST'] =

2% 7>

2b

28
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31

{script language="javascript™

/fdocument. location.href = ‘main.

document location. href = 'hitp: //w

</script>
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KTo ucnonbsyet WARSS?

WARSS 3alymLlaeT penyTauuio HECKOJTbKUX HaLLMOHAJNIbHbIX KOMIMAaHUUN U YYPEXXAEHUM.
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COTHUM KITUEeHTOB

Mpoayktbl UMV o6ecneumBaloT 6e30nacHyIo u CTabusibHyI0 3alLMTY Beb6-cepBepoB
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DOyHKUnnN WARSS

O6Hapy)XeHue noanesniok U BOCCTaHOBJ/IEHUe

HazBaHue OYyHKUUN

OnucaHue

ObHapyxeHne ObHapy)xeHue 1 yBegomMeHme o noggenke  USMeHeHMM MCXOOHbIX
nognenok danoB M AaHHbIX Beb-camTa
BoccTaHoBneHue BoccTaHoOBMeHMe opuUrmHaibHbiX anioB B peasibHOM BPEMEHU Npu

MOocCJie noganesikKum

OOHapYy)XeHNKM nogaenKu

[lepeHa3Ha4ynTb
opuUrmnHan

[NepeHa3HauynTb 6a30Bble/opUTrMHanbHble pansibl, Korga HeobxoaMMOo
BHECTU 3aKOHHbIE N3MEHEHUS




[MpepcTaBneHne obHapyXXeHusa noanenok

O6Hapy)XeHue noanenokK h BOCCTaHOBJIeHUe B peaZibHOM BpeMeHM

A wanss - & X

View Manage Window Help [Admin Name : 22 X{smadmin)]

s
qumm = | LoGs SETTINGS ﬁ INFO MONITOR
s >

naquiry

earch v @
. Anti-Forge
- gsiééimﬁ&o-“) L Y B Change Prevention History - WINDOWS(192.168.0.123) o x [EST >(18)WINDOWS

W TEST(16) Search Settings Change Prevention Information
Bl \WINDOWS(18)

8 Unassigned - Function : ® Al ® Detection * Recover .
QAl® 2022-07-13 09:54:26 » Detected File : C:AtUsersticht Desktopwwwittmain.php
- Date : © Latest Date ® Al ® Period - ' Date + 2022-07-13 09:54:26

o File Information Before Modification File Information After Modification
Report Date Path ' File Tme : 2014-04-01 09:53:42  File Time : 2022-07-13 09:54:23
| | 2022-07-13 09:54:26 | C:WUsersticiDesktopWwww ‘File Sze : 5,182 Bytes 'File Size : 4,192 Bytes
B 2022-07-13 09:53:58 C:WUsersWichDesktopWwww
B 2022-07-13 09:53:58 C:WuUserstWichWDesktopWwww
B 2022-07-13 09:53:58 C:‘WuUsersWiclWDesktopWwwy  Details

Row Hlumn Status mModifie ' : Original File

J
—J
1 1 Dele... : (K if( !$g_strLibDir ) $g_strLibDir = '/app/aknsys/phplib’;
I Wif( !$g_strLibDir ) { echo '‘Server Envy Var not define’, exit( 0
ILinclude ($g_strLibDir . '/global_var.inc.php’);
{l'llinclude ($g_strLibDir . ‘/global_func.inc.php'). l
17
! lrequire_once $g_strincDir . '/10asia/lib/_VCONFIG.php".
19
r{|m$strCssDate = ',
rAl$strCssDate = 2009111175
22
r&if($_SERVER['HTTP_HOST'] == 'www.10-magazine.com”’ || {
24 1
25 7
4
(script language="javascript"y 27 <script language="javascript™
//document.location. href = 'main.php’, 28 //document location.href = ‘main.php’;
document.location.href = 'hitp://vww. | Dasia.co.kr/main.php’, 29 documentlocation. href = 'hitp. //www. 1 0asia.co.kr/main.php’,
seript 30 </script>
31
¢? 32 <7?
33
34 |
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DOyHKUnnn WARSS

YnpaBneHue

HaszBaHue OYyHKUUN

OnucaHue

YnpaBneHue
OOHOBIEHUNAMU

OBOHOBMNEHNA areHTOB M MEeHEeOXKepPOoB, YrpaBleHne BEpPCUNaMU

YrnpaBieHne npaBaMn
OOCTYMNna N OTYETHOCTbIO

e YMpaBneHue rnpaBaMm OOCTyMna No y4eTHbIM 3aMmMCaM U
Nosib30BaTENAM

¢ BammMogemcrteme c BHeLWWHMMKM cmnctemMamm (ESM, SMS, E-mall n 1.4.)

e OTYETbl M CTAaTUCTUKA

CTabubHOCTb

» KOHTPO/1b MCMOJ/1Ib30BaHMA PECYpPCOB
 HacTpoMKa B COOTBETCTBMIN C CEPBEPHOU Cpeaoun

ObHapyxeHue IP-agpeca

OT4yeTbl No IP-agpecaM BbINOHEHMA ANA NoanebHbiX $anioB

aTaKYHOLETro (ODOCTYNHO, KOrga aKTMBMPOBaAHA TONbKO QYHKLUMNA OOHapy»>KeHMA)
YnpaBrieHune YrnpaBneHme KoHdUrypaumoHHbiMmn damnamm seb-cepBepa/WAS ur
npennoyYTeEHAMK HACTPOWMKM OOHAPYXKEeHUNA N3MEHEHNI

BbineneHHbl 6e30nacHbI
3arpy3ymK

« YKa3aHMme 6e30MmacHoOro Katasiora 3arpy3kum o9 Kaxkgom y4eTHOW
3aMuMcKm nonb3oBaTeny

« [1lpoBepKa HaNM4ymMsa BpeOoHOCHOro Koaa B pannax, 3arpy>XeHHbIX C

MCMoS1b30BaHMeM 6e30MacHOoro 3arpy3ydmka




Bua ynpaBneHuUs

YnpaBneHue o6HoOB/IeHUSAMM

; Manage Updates

Update Agents Update Agents

e - [ Y B

Update Managers
Update Management Servers

Update Global Patterns + Please select a server to distribute the Agent updates.

Update Pattern Manually pdate notificatio Server ID Server Mame IP Agent Version

1 ShellMonitor-1 192.168.0.119 1.5
Upload Referential Malicious URLs o
Manage Malicious URL

Manage Local Patterns

Distribute Signature

Distribute Global Hash File

>
>
>
>
>
>
>
>
>
>

Local Hash Settings




Bua ynpaBneHuUsA

NMpaBa agMUHUCTpPATOPA
3 Manage Admin

Administrator List > Authorizations

Admin Authority

Authority Level Authority

Agent Authority for Admin "’ . Super Administrator . Agent - Process Detections

Agent Authority for Agent % . Intermediate Administrator . Agent - Settings (General, WAS)
. General Administrator . Agent - Settings (Detection Rules)
. Control Operator - Multi . Agent - Pause/Restart
Message Setlings > . Control Operator - Single . Agent - Update Pattern Manually
. Server - Use Multi-Server
. Server - S5ettings
. Create Admin Account
. Agent Allocation, Create Group
. File Upload
. Message Sefttings
. Delete Agent

Upload Properties >




Bua ynpaBneHus

CTabunbHOCTDb

(1)lecalhost.localdomain X

@SEttl"ﬂﬂ ShellMonitor-1 >Unassigned >(1)localhost.localdo...

/AS | File Detection | Upload Filtering | Malicious URL List | Local Pattern List | Advanced

[[] Server Access Settings

- Web Server Safeguard Server Address : | 192.168.0.122
+ Upload Server Address - 1 192.168.0.122

+ Detection File Management Server Address

General Settings
Detection Settings

+CPL Usage Limi : (e—

Issue alert if Agent CPU usage exceeds

Systern CPL Usage _E %%

Update Settings

+ Pattern Updates : Manual
(@ Automatic (Before Detecting)

@ Periodic at |0 minute(s) past ()
[] No full detecting when updating global pattern




Bua ynpaBneHuUs

MOHUTOPUHI COCTOSSHUA PpecypcCcoB

‘ (2)localhost.localdomain X ‘

Inﬁ}rmatmn ShellMonitor-1 >=Unassigned >(2)localhost.localdo...

Agent Information | System Inforrmation Docker Information | Docker Container Information

Agent CPU Usage

Agent CPU Usage @ 0.0%

B System CPU Usage : 0.2%

/

" Physical Memory Virtual Memory " Hard Disk
+ Usage Rate : 38 704 +Usage Rate : 17.0o04 + Usage Rate :

- Total > 3665.7MB - Total > 196.5MB + Total

+ Used : 1420.5MB + Used : 35.3MB + Used
- Available 1 2245 2MB - Availzble > 161.2MB - Available




Bua ynpaBneHus

O6Hapy)XeHue IP-agpeca aTakywoLwiero

¥ Attacker IP Detection mf

+ Access Log List ( Total 0 )
WAS Acces Log Path Configuration File Directory

Status  File

ropiy | cose




Bua ynpaBneHuUs

YnpaBneHue npeanodyTeHnaSmMm

(2)localhost.localdomain X

-

E
@SEHIHQS ShellMonitor-1 =Unassigned >(2)localhost.localdo...
General | WAS | [FRe=Sid=tanssl | Upload Filtering | Malicious URL List | Local Pattern List | Advanced

Basic Detection Settings

- Real-Time Monitoring

- Execution Cycle o MNone

+ Forgery : [] Detection E Bytes [.] Recover

+ Malicious URL Detection : Assign to White List for Full Detections

+ Personal Information Detection : Social Security Number [-] Alien Registration Mumber [] Individual Business Registration Mumber
Mobile Phone Mumber [ Phone Number [ Account Mumber [ Card Mumber
E-Mail [] Driver's License Number [] Health Insurance Mumber [-] Passport Number )

+ Countries subject to personal information detection :

- Backup Policy : Detected WebShels (&) Detected WebShells & Changed Files Personal Information Detection File Backup
*No. of Backup Files : E + Send notification when number of detection files exceeds : _E

+ BackUp Clearing Settings Time-Based BackUp Auto-Clear 90 Dav(s)

Wel-known WebShells  [] Encoding
Black List URLs  [-] Hash

- Automatic Quarantine

- Detect Well-Known WebShells Only : On + Detect Extension Bypasses : [] On
- Archive File Detection : On + Send notification when elapsed time since detected files was last checked exceeds : E Hour(s)

+ Limit Detection File Size a 5120 E KByte(s) + Pause When Total Memory Usage Exceeds 95% : [ On
+ Limit Forgery File Size £ 5120 E KByte(s) - Hash Detection : [] On

Detection Directory Settings

On  Directory Status  =adabl Writable ettingt Code Forgery .ecove Extensions




Bua ynpaBneHuUs

BbliaesnieHHbIU 6e30nacHbIv 3arpysymk

; Manage File Uploads

Agent List

3-Tier () 2-Tier
-l Al
--l ' Unassigned
B = (1) locahost.localdomain

Ll (2) localhost.localdomain | Sennect &

Set for Recovery | Remove from Recovery

=] $Recycle.Bin
B $WINRE_BACKUP_PARTITION.MARKER
O %AMBUSP
D @$SDSEV
O adobeTemp
O Documents and Settings
B DumpStack.log
B DumpStack.log.tmp
O for local
@ hiberfil.sys
B pagefie.sys
+ 3 Program Files

- M e e e . il - oo\




DOyHKUnN WARSS

Moppep)XkKa 06/1a4HbIX BbIMUCNTIEHU

HaszBaHua OyHKUUMU OnucaHue

« ABTOMaTUUECKAd perncrpaumnsa HoBbIX Lenem obHapyXeHuna npu
MacLUTabumpoBaHUMM; OOHapyXXeHMe HAaYMHAETCA aBTOMATUYECKMU

MacwTabupoBaHme
 ABTOMAaTUYECKME pe3epPBHbIE KOMMNU XXYPHANMoB
BHYTPb/BHELLHE . .
oBHapyXXeHnsa/M3aMeHeHnn/yoaneHmim Ha cepBep ynpaBneHua ois
yOarieHHbIX areHToOB NPWM MacLTabmMpoBaHUMM
» 3annaHMpPoBaTb OBHapPYyXKeHWe naMeHeHnm/nobasneHmm B
[TonCK B gOMalLLUHeEM OOMaLUHWMM KaTanor Beb-cepBepa/WAS
KaTanore » MPOCMOTP UCTOPUU OobBaBNeHNN/M3MEHEHMIN B OOMALLHEM

KaTaJlolre

YnpaBneHme coCTogHMEM 1 Uctopmen paboTbl areHToB (YCTaHOBKaA,

YnpaBneHne MCTopunen
yaaneHue, 3anyck/octaHoBKa 1 T.4,.)

[MpepoTBpaLleHmne oyonmpoBaHmMa coObbITU ODHAPYXKEeHUA B

N3ObITOYHbIX CUCTEMAX, KOrga AOMalUHWMWM KaTas 1ol BK/IKOYEH B obnacTb
NAS

[TpepoTBpaLleHmne
ayonmpoBaHMa cobbITUN




[MpocMOTpP HaCcTpoOeK obnaka

[TocKk B AOMaLLHeM KaTaliore

(2)localhost.localdomain X

- Real-Time Monitoring

- Execution Cycle N Mone

Mt i e _u g P - I I (-
j- Anti-Forgery Detection Directory Settings - localhost localdomain{192.168.0.119) O X

- Forgery

+ Malicious URL Detection

. Personal Information Detection Include in Anti-Forgery Detection (2 Exclude From Recovery ( Totslg) Hon Number

Path
r)

+ Countries subject to personal info

- Backup Policy tion File Backup
+ Mo. of Backup Files I

- BackUp Clearing Settings

- Autormatic Quarantine

- Detect WelFKnown WebShells Or
- Archive File Detection
« Limit Detection File Size

- Limit Forgery File Size

Detection Directory Settings

On  Directory

Directory Settings Apply

Directory Settings WAS Directory

Anti-Forgery Detection Directory Settings




[MpocMOTpP HAaCcTpoOeK obnaka

YnpaBneHue XypHanammu/mcropmemn

Montor

Anti-Fashication Detection Warnings Agent Status

Detection Ermors Network Status

Today &) Spedfy Penod

25.06.2024 - [R5 .06.2024 - seach

Contents Agent Name

Network connected. (1) oGghost.ocad... WARSS




AuarpaMmmMma KoHpurypaumm WARSS
On-Premise

®

@ @ Change/Forgery Detection

and Restoration
Check Restoration Qm Change/Forgery Detection

Details m and Restoration Notification m

WARSS Manager
Administrator User Authentication WARSS
Restoration History Confirmation Management Server WEB/WAS
Restoration Settings WARSS Agent

®

lllegal Access
and Change/Forgery




